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PREPARE 

Know 

What are your data 
assets? 

Who has access to 
the data?  

Who is protecting 
your data?  

Who can help with 
a data breach? 

 

Do 

Update data 
breach plans 

Update business 
continuity and 
recovery plans 

PREVENT 

Know 

Lessons learnt 
from previous or 
similar data 
breaches 

Changes to IT or 
information 
management 
systems  and 
procedures 

 

Do 

Exercise to 
validate and test 
data breach plans  

Regularly review 
contact lists and 
arrangements with 
service providers 
and partners 

RESPOND 

Know 

Roles and 
responsibilities 

Who to contact 
and involve 

 

Do 

Immediate action 
to reduce potential 
harm 

Assess likelihood 
of harm and 
regulatory 
requirements 

Notify those 
impacted 

 

RECOVER 

Know 

The minimum level 
of service 

The recovery 
objective 

 

Do 

Identify critical 
business functions 

Criteria to stand 
down the continuity 
phase 

Plan for dealing 
with service 
backlogs  

Capture lessons 
learnt 

  

Data Breach 
Inappropriate access, disclosure or loss of data or information 
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Cyber Incident 
Management 

Arrangements for 
Aus Governments 

(COAG)  

Tas State Special 
Emergency Man 

Plan Cybersecurity 
(SEMC) 

Tas Emergency 
Management Plan 

(Minister) 

Cybersecurity 
Incident 

Response Plan 
(by each 

operational unit)  

Playbooks, 
guides etc (by 

each operational 
unit)  

Tas Government 
Cybersecurity 
Policy (DSB) 

Tas Gov 
Cybersecurity 

Incident 
Management 
Arrangements 
(Tas Gov CIO) 

https://cyber.gov.au/government/news/cima/
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https://www.ses.tas.gov.au/about/planning-and-policy/
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Data breach discovered 

Triage the urgency and 
priorities  

High risk to rights or 
freedoms of 

individuals in the EU 

Tax file information 
and risk of serious 

harm 

Personal information 
and risk of serious 

harm 

No personal 
information and no 

risk of harm 

Notify individuals 
affected 

Notify individuals 
affected 

Notify individuals 
affected 

Notify Data 
Protection Authority 

within 72 hours 

Notify OAIC within 
30 days 

Respond and Recover  

Review preventative measures. Review Incident 
response processes 

Immediate remedial action 
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https://www.police.tas.gov.au/
https://www.integrity.tas.gov.au/
https://www.ombudsman.tas.gov.au/
https://www.crownlaw.tas.gov.au/solicitorgeneral
https://www.informationstrategy.tas.gov.au/
https://www.oaic.gov.au/
https://ec.europa.eu/info/law/law-topic/data-protection_en
https://www.asic.gov.au/
https://www.accc.gov.au/
https://www.acma.gov.au/

